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In the Interest of Common Terminology



In the Interest of Common Terminology
FOOD SECURITY 
World Health Organization (WHO) – Global access to food, food quality, and 
sustainability of the food supply chain

FOOD SAFETY
Unintentional Contamination (Adulteration) – FDA & USDA-FSIS
Hazard Analysis & Critical Control Points (HACCP)

FOOD FRAUD & Economically Motivated Adulteration (EMA)
Deliberate adulteration or misrepresentation of foods or food ingredients for 
economic gain



In the Interest of Common Terminology
FOOD DEFENSE
Intentional Contamination (Adulteration) – Food Safety Modernization Act (FSMA)

FOOD PROTECTION
Food Defense (FSMA) and Food Safety (HACCP)

BIOTERRORISM
Deliberate release of viruses, bacteria, fungi or toxins to cause illness or death –
(Bioterrorism Act)



Courtesy:  GFSI



In the Interest of Common Terminology
AGROTERRORISM
A subset of bioterrorism – The deliberate introduction of an animal or plant disease to cause fear, economic loss 
or undermining social stability



Food Fraud & Economically Motivated Adulteration
Dilution – Juices and Olive Oil
Substitution – “Species Swapping” with consumer fish products being sold
Origin Masking – Imported Honey
Addition of Approved Additives – Antibiotics or Dyes

Goal:  To make money $$$
They do not intend to cause illness or death, but mistakes are made…



Food Fraud & EMA
Case Examples:
1980’s – Wines from Austria adulterated with diethylene glycol for sweeter taste and 
body (used to manufacture resins and antifreeze)

2008 – Adulteration of milk in China with Melamine resulting in hundreds of 
thousands of ill infants and 6 deaths



Important Practices and Legislation
FEDERAL FOOD, DRUG AND COSMETIC ACT (FD&C)  - 1938 – Distinction between 
adulterated added and natural ingredients. Intentional Adulteration (IA) not addressed with penalties.

HAZARDS ANALYSIS AND CRITICAL CONTROL POINTS (HACCP) – Hazards analysis and
critical control points – A systematic approach to food safety from biological, chemical and physical
hazards of the food chain from food production and preparation, including packaging, distribution, etc.
FDA and USDA regulated. Originated in the 1960’s in Defense industries (non-food). IA not addressed
with penalties.

Public Health Security and Bioterrorism Preparedness and Response Act or
“Bioterrorism Act” (2002) – Following Sept. 11, 2001 attacks and the discovery of an Al-Qaeda
“Playbook” in Eastern Afghanistan that detailed techniques for launching food adulteration attacks.
Introduction of “Presents a threat of serious adverse health consequences or death to humans or
animals (SAHCODHA), “credible evidence” and reasonable belief” for FDA enforcement. IA still not
“required” following the passage of this Act, with regards to risk assessments and fines for non-
compliance.



Important Practices and Legislation
FOOD SAFETY MODERNIZATION ACT (FSMA) – 2011 added to or amended FFDCA. Final 
rules issued and now requires programs to address Intentional Adulteration (IA).
FSMA IA Rule:
The rule applies to the owner, operator or agent in charge of a domestic or foreign food 
facility that manufactures/processes, packs, or holds food for consumption in the United 
States and is required to register under section 415 of the Federal Food, Drug, and Cosmetic 
Act (21 USC 350d) unless subject to an exemption. Compliance dates for the IA rule are 
staggered by business size.

Very small: July 26, 2021 ($10M Annual Sales*)
Small: July 27, 2020
All others: July 26, 2019



Courtesy:  MSU



Courtesy:  MSU



Are these incidents of:

Unintentional Adulteration?
Intentional Adulteration?
Lapse in Food Safety?
Lapse in Food Defense?

The average person wants 
to believe these incidents 
are “Accidental” and 
therefore “Unintentional”. 

Sometimes judgement is a 
self-fulfilling prophecy. As 
we will see, how our Food 
Defense Team is structure, 
along with our corporate 
culture, will help us to make 
these determinations. 

Which SME’s do we value?





Incidents of Intentional Adulteration - Examples

January 15, 1857 - Hong Kong
Chinese bakery supplying the colonial community supplies bread that 
was adulterated with arsenic

Hundreds Sick – 2 Deaths



Incidents of Intentional Adulteration
August 29 – October 10, 1984 – The Dalles, Oregon

By Cacophony, CC BY 3.0,https://commons.wikimedia.org/w/index.php?curid=3566424



Incidents of Intentional Adulteration
Followers of Guru Bhagwan Shree Rajneesh believed that if they incapacitated the 
voting population, their candidate would win the 1984 Wasco County elections. The 
first and single largest bioterrorist attack in US history.

1. Glasses of water containing Salmonella enterica Typhimurium given to two 
County Commissioners

2. Mass, large-scale intentional adulteration of area salad bars with the same 
agent at 8 area restaurants

751 People Contracted Salmonellosis – 45 Hospitalized and No Deaths
IT TOOK 1 YEAR TO DETERMINE THIS WAS A CASE OF INTENTIONAL ADULTERATION!!



Incidents of Intentional Adulteration
1989
● The threat of grapes from Chile being contaminated with cyanide resulted in 

$200M in lost revenue.
● The threat alone of intentional adulteration can have serious effects on Public 

Health and the Economy.

One person who intentionally contaminates the food supply 
can have a major impact on the lives of people…



Incidents of Intentional Adulteration
1996
● Disgruntled laboratory employee at a Texas hospital intentionally tainted a tray of 

donuts and muffins with a foodborne pathogen - 12 People became very ill
● The laboratory where the employee worked was found to have very lax security 

and the right conditions for housing the pathogen.

2003
● Michigan supermarket worker contaminated 200 pounds of ground beef with an 

insecticide – 92 People fell ill



Incidents of Intentional Adulteration
June, 2012 - Brazil

Brazilian housewife Cintia Mayerle opens a can of
tomato paste and finds a used condom at the
bottom of the can. A multinational food company is
fined US$ 4,800 by the Supreme Federal Court
and the housewife is awarded US$ 1,700 for
“moral damages” after her and her family
consumed a meal prepared with the paste.



Intentional or Unintentional Adulteration??
April 21, 2017 - USA

McCain Foods USA, Inc. announced a voluntary
recall of retail frozen hash brown product that may
be contaminated with extraneous golf ball
material.

McCain says that despite their stringent supply
standards, the golf ball material may have been
inadvertently harvested with potatoes used to
make these product.



Is Intentional Adulteration A Credible Threat?
We Have Historical Evidence of IA Incidents
2002 Al-Qaeda Playbook – An Intentional Adulteration How To

December, 2010 – The FBI & DHS Receive Materials from a US Military Raid In 
Afghanistan and Other Intelligence Uncover Al Qaeda’s “Operation Hemorrhage”

“Death to America By A Thousand Cuts” - including…
● Multiple and Simultaneous Attacks on US Restaurants and Hotels
● Use of Poisons – Ricin & Sodium Cyanide (250 mg of Ricin is fatal)
● How to Make Poisons - All Over the Net - Terrorist Manuals & Videos



Is Intentional Adulteration A Credible Threat?
● International Terror Organizations
● Home-Grown, Local Terrorists, Criminals, Ideologists or Subversives
● Threats to Farms and Agriculture Including Protestors, Extremists and Thieves
● Supply Chain Thefts – Warehousing/Trucking/Cargo/Rail, etc. - Internationally
● Commercial Thieves & Trespassers
● Insider Threats

 Visitors, Job Applicants, Sales People
 Downsizing – Disgruntled Employees, Temporary Employees & Interns
 More work / Less Pay & Benefits, The Impacts of Automation, The Only Good Job in Town
 Increased Stress, Mental Illness, and Imminent Termination
 Outsourcing & Contracting – Truck Drivers, Cleaners, Pest Control, etc.



Is Intentional Adulteration – A Credible Threat?
● Trespassers
● Visitors
● Truck Drivers
● Cleaning Crews
● Contractors
● Temporary Employees
● Disgruntled Employees
● Organized Terrorists or Activist Groups
● Members of Terrorist Organizations posing as employees or some of the above



Courtesy: US Department of Homeland Security



Additional Contributors to these Threats Becoming Reality

● Focus on Increased Production In Food Operations
● Contain Costs – Invest in RoI Generating Activities
● Target Budgets on Production and Distribution Efficiency
● Potential IA Cases Documented as Unintentional – Full Team of SME’s Not at the Table
● We Already Have Substantial QC, Food Safety & EHS Programs – Why Corporate Security?
● Corporate Security is Redundant and Undervalued – A “Cost Center”



A Worthy Roadmap
Moving Towards Organizational Maturity

Level 0 – Ostrich with Head in Sand
Level 1 – Reactive
Level 2 – Proactive
Level 3 – Predictive - Big Data
Level 4 – More Sensors & Creativity
Level 5 - Disruptive



The Traditional Methodologies Must Be Reinvented

• Threat, Vulnerability and Risk Assessment
• Business Continuity & Resiliency
• Convergence
• Enterprise Risk Management (ERM)
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Courtesy:  COSO



Courtesy:  Journal of Food Science Vol. 76, Nr. 9, 2011



THE SECURITY PIE

Security Policies & Procedures Security Training Security Officers Electronic Security Mechanical Security

IT Security Information Security Executive Protection Investigation Analysis, Audit & Re-Evaluation



Training & Certification

 Formal New Hire Security Orientation

 Food Defense Awareness Training for Frontline

 Certified Food Defense Managers

 Training for Security Personnel

 Documentation

 Annual Refreshers

 Table top Exercises

Assessments & Audits

 Assess Requirements

 Assess Needs

 Develop Formal Program

 Select whether internal or external

 Types of Assessments and Audits

 How often and how many conducted

 Partnership with Quality & Security

Training, Certification and Verification



Company Policies, Standards & Requirements

 Food Defense Policy

 Food Defense Standard

 Food Defense Requirements

 Food Defense Processes

 Food Defense Training & Awareness

 Corporate Food Defense Committee

 Certified Food Defense Managers

Policy Controls



Food Defense Plan

 What is Required

 Who should be Involved

 Develop Team & Plan

 Communicate Plan

 Manage Plan

 Test Plan

 Update Plan Annually

Remediation Plan

 Proper Team, Culture & Strategies

 Actions & Accountability

 Technology & Creativity

 Documentation

 Tracking Success

 Partnership

 Update Regularly

Plan and Remediation



Chance The Rapper



www.PremierRiskSolutions.com

THANK YOU!

Joe Zaccaria, CFDC
Managing Director | Consulting

Phone:    +1 (360) 510-4054
Email:     Joe@PremierRiskSolutions.com 
Website: www.PremierRiskSolutions.com
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